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HORNETSECURITY WORLOWIDE — SWARM MEETS WORLD







33.3%

28.4%

22.7%
Advanced-Fee-Scam

Extortion

Executable in Archive/Disk-image

1.8% Impersonation
1.7% HTML
0.5% MALDOC

Source: Cyber Security Report 2025



Supply Chain Attacks — Third-party integrations and apps introduce vulnerabilities.

Misconfigurations Create Risk — Over-permissioned users, unprotected admin accounts, and
weak policies open doors to attacks.

Al-Powered Attacks Are Rising — Attackers use automation and Al to breach accounts Faster
than ever

Compliance and Regulations — COPR, HIPAA, NIS2, DORA




Email & Web Browser Security Testing

*Simulated phishing and malware files may be used to test email security defenses.
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MFA ATTACKS

Thanks AL




HOW EASY IS IT FOR THREAT ACTORS TO LAUNCH MFA ATTACKS?

Tool is well documented and
easy to use. Even for Novice
threat-actors

Documentation and “Getting

Started” Guide are readily
available as well!




Why do we even need MFA ??







PHISHING EXPRESS: PaaS




PHISHING EXPRESS: PaaS




BUILDING THE PHISH WITH Al




PAYLOAD DELIVERY SCRIPTS WITH Al




HEY MATT, WE HAVE SEEN THIS SLIOE BEFORE !!

Attacks




THE USUAL SUSPECTS ?




LUCKY FOR YOU, YOU HAVE A BLUE TEAM









Lack of visibility within
SharePoint

You won'’t notice the
monster hiding under your
bed

Lack of options to do
damage control if you
got hacked: You won't be
able to just remove the
monster under your bed

Excessive & growing
permissions obstructing
compliance goals:
Stopping the monsters
from lurking under your

bed is impossible




* Publicly exposed data reporting

RISK

Monitoring & Awareness

* Single pane of glass File Explorer * Restrict Company-wide sharing
Alert on External user access

* View Access as a specific User .
* Monitor New user access * Control Anonymous link usage




CURRENT REALWORLD SCENARIO: A CISOS NIGHTMARE

NIGHTMARES

control them and how he
can eliminate the risky ones.

Install 365 Permission Manager, show them the Problem!




* Publicly exposed data reporting

RISK

Monitoring & Awareness

* Single pane of glass File Explorer * Restrict Company-wide sharing
Alert on External user access

* View Access as a specific User .
* Monitor New user access * Control Anonymous link usage




SUMMARY

CONTROL:

Assign minimum access
rights based on roles and
responsibilities.

COMPLIANCE
MONITORING:
Allows you to easily
monitor the states of

policy compliance and to
audit policy violations.




BLUE TEAMS NEW MEMBER
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YOU HAVE A SCALASBILITY AND MARGIN CHALLENGE

Average MSP time to
onboard a customer
(+3h mgmt. every month)




»

»

»

»

»

»

»






-
3 THERE SEEMS TO BE MORE... SHOULD WE CLICK?
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» Creation of own settings and policies

» Guided wizards to simplify template assignment to tenants




qovern M365 tenants.

Monitor and ensure compliance.

Streamline and centralize your
services across multiple tenants
from one central platform.

Maximize profit.

Ensure tenant security with
automatic remediation of policy
breaches.













https://www.hornetsecurity.com/en/analyst-relations/






