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I have been in the IT Industry for more than

25 years, I built and ran a support team for a Bristol MSP for 

over 10 years, I was also a Microsoft evangelist during that 

time. I am currently Global Head of up Presales.

Matthew Frye 

Global Head of Presales

frye@hornetsecurity.com



I have been with Hornetsecurity for more than 5 years.

Favorite products: backup, Permission manager and Multi-Tenant 

Manager. 

Anda Laiva

Account Executive

anda.laiva@hornetsecurity.com



HORNETSECURITY WORLDWIDE – SWARM MEETS WORLD



HORNETSECURITY SECURITY LAB
24/7 monitoring of detection mechanisms

Monthly stats



THE MOST POPULAR ATTACK METHODS IN 2024

33.3% Phishing

28.4% “Other”

22.7% URL

6.4% Advanced-Fee-Scam

2.8% Extortion

2.4% Executable in Archive/Disk-image

1.8% Impersonation

1.7% HTML

0.5% MALDOC

Source: Cyber Security Report 2025



Why Protection is Critical for M365 Security

» M365 is a Prime Target – Over 345 million users make it a goldmine for attackers.

» Phishing is Evolving – Attackers bypass MFA, steal tokens, and use advanced social 

engineering leading to Account takeovers

» Supply Chain Attacks – Third-party integrations and apps introduce vulnerabilities.

» Misconfigurations Create Risk – Over-permissioned users, unprotected admin accounts, and 

weak policies open doors to attacks.

» AI-Powered Attacks Are Rising – Attackers use automation and AI to breach accounts faster 

than ever

» Compliance and Regulations – GDPR, HIPAA, NIS2, DORA



Cybersecurity Essentials

Measures for Email security and risk management :

Email & Web Browser Security Testing

•Simulated phishing and malware files may be used to test email security defenses.

Cybersecurity Essentials +



NIS 2

Measures* for cybersecurity risk management and notification obligations. Minimum 
requirements set forth in Articles 20-25 NIS2 :

Policies for security and encryption

Incident detection, prevention and 
management

Bussiness continuity and recovery plans

Supply chain protection

Systems acquisition, development and 
maintenance

Incident reporting channels

Policies and procedures for assessing the 
effectiveness of measures

Cybersecurity training and Cyberhygiene

Employment of trusted services and certified
products

Human resources security

Multi-factor authentication solutions

* Proportionate in relation to risk and financial and implementation impact.



DORA



Breach Dumps are Easily 

Located and Purchased

These sales are NOT exclusive 

to the dark web!

Information is Easily Gathered 

to Help Launch Spear-Phishing 

Attacks



MFA ATTACKS

QUICK AND DIRTY

Thanks AL



HOW EASY IS IT FOR THREAT ACTORS TO LAUNCH MFA ATTACKS?

Tools for Launching Attacks 

are Easily Accessible – Even 

on the regular Web.

Recent Ex. Evilginx can be 

easily downloaded on Github

and quickly installed

Tool is well documented and 

easy to use. Even for Novice 

threat-actors

Documentation and “Getting 

Started” Guide are readily 

available as well!



Why do we even need MFA ?? 

FastHTTP: ……is FAST !.....





PHISHING EXPRESS: PaaS



PHISHING EXPRESS: PaaS



BUILDING THE PHISH WITH AI

AI Generated CEO-
FRAUD Email



PAYLOAD DELIVERY SCRIPTS WITH AI

AI Assisted 
Payload Delivery



HEY MATT, WE HAVE SEEN THIS SLIDE BEFORE !!

Breach Dumps are Easily 

Located and Purchased

These sales are NOT exclusive 

to the dark web!

Information is Easily Gathered 

to Help Launch Spear-Phishing 

Attacks



THE USUAL SUSPECTS ?



LUCKY FOR YOU,  YOU HAVE A BLUE TEAM



365 TOTAL PROTECTIONLUCKY FOR YOU,  YOU HAVE A BLUE TEAM





Lack of visibility within 

SharePoint

You won’t notice the 
monster hiding under your 
bed

Lack of options to do 

damage control if you 

got hacked: You won’t be 
able to just remove the 
monster under your bed

Excessive & growing 

permissions obstructing 

compliance goals: 

Stopping the monsters 
from lurking under your 
bed is impossible



GOVERNANCE
Information Control & Blueprints

RISK
Monitoring & Awareness

COMPLIANCE
Fixing & Reporting

• Configure Any Permissions

• Set External sharing level

• Set Sharing link Access

• Set Sharing link Permissions

• Set Guest Access Expiration

• Set Anyone Link expiration

• Set Group Privacy level

• Single pane of glass File Explorer

• View Access as a specific User

• Monitor New user access

• Restrict Company-wide sharing

• Alert on External user access

• Control Anonymous link usage

• Policy enforcement by Site Owners

• Fully Audited approval renewals

• Instantly Revoke user access

• Orphaned user clean-up

• Sharing Link clean-up

• Reset permissions inheritance in bulk

• User Access reporting

• Exhaustive Permissions reporting

• Publicly exposed data reporting



WHAT GIVES THE CISO 

NIGHTMARES? 

He has no idea what 

permissions are running in 

his company, how he can

control them and how he 

can eliminate the risky ones. 

CURRENT REALWORLD SCENARIO: A CISOS NIGHTMARE

Install 365 Permission Manager, show them the Problem!



GOVERNANCE
Information Control & Blueprints

RISK
Monitoring & Awareness

COMPLIANCE
Fixing & Reporting

• Configure Any Permissions

• Set External sharing level

• Set Sharing link Access

• Set Sharing link Permissions

• Set Guest Access Expiration

• Set Anyone Link expiration

• Set Group Privacy level

• Single pane of glass File Explorer

• View Access as a specific User

• Monitor New user access

• Restrict Company-wide sharing

• Alert on External user access

• Control Anonymous link usage

• Policy enforcement by Site Owners

• Fully Audited approval renewals

• Instantly Revoke user access

• Orphaned user clean-up

• Sharing Link clean-up

• Reset permissions inheritance in bulk

• User Access reporting

• Exhaustive Permissions reporting

• Publicly exposed data reporting



SUMMARY

CO-PILOT READY:

With increased access 

comes increased risk. 

Sensitive data can fall into 

the wrong hands!.

CONTROL:

Assign minimum access 

rights based on roles and 

responsibilities.

365 Permission Manager helps you Comply:

GOVERN COMPLIANCE:

Enables you to set and 

enforce compliance 

policies for sharing sites, 

files, and folders.

COMPLIANCE 

MONITORING:

Allows you to easily 

monitor the states of 

policy compliance and to 

audit policy violations.



BLUE TEAMS NEW MEMBER





OF EVERY MSP

» Risk & Compliance » Governance » Time management

»BEING A JACK OF ALL TRADES» MONITORING INFRINGEMENTS AND DEVIATIONS»REMEDIATION TO ENSURE CONSTANT CONFORMITY

» Tenants are dynamic, and MSPs need to always be 

aware of their status, and any policy breaches.

» Lack of a singular consolidated view to monitor 

all tenants makes these tasks even more daunting.

» MSPs struggle daily to ensure compliance and security 
with best practices and governance requirements.

» Any deviations and breaches must be manually 

remediated by MSPs.

» To better serve their customers, MSPs require in-

depth knowledge and expertise.

» Keeping up to date with latest trends, Securing 

against latest threats



YOU HAVE A SCALABILITY AND MARGIN CHALLENGE

estimated day to day 

management time saving 

from consolidating to a 

single platform

MSP avg Gross Margin 

on software's

Is Microsoft helping?

Average MSP time to 

onboard a customer

(+3h mgmt. every month)

Sources:
Kaseya, Global State of the Managed Service Provider, Nov 2023
Canalys, 2024 MSP predictions
Hornet MSP Pool

48 %

~ 20 %

12 h



M365 ADMIN PORTALS

» MSPs must deal with an overwhelming number 

of admin portals:

» 365 Admin Center

» Entra

» Exchange Admin Center

» Sharepoint Admin Center

» Intune

» …



M365 ADMIN PORTALS



THERE SEEMS TO BE MORE… SHOULD WE CLICK?

All admin centers



Admin panels



ONBOARD



SETTINGS AND POLICY’s



REVIEW COMPLIANCE



STANDARDIZE
» Standardization of the best practices and governance principles for all tenants

» Out-of-the-box settings, policies, and templates with best practice M365 
configurations curated by Hornetsecurity experts

» Creation of own settings and policies

» Guided wizards to simplify template assignment to tenants



THE ULTIMATE TOOL FOR EVERY MSP

Easily onboard, manage, and 

govern M365 tenants.

Monitor and ensure compliance.

Streamline and centralize your 

services across multiple tenants 

from one central platform.

Save time and resources.

Maximize profit.

Ensure tenant security with 

automatic remediation of policy 

breaches.



DEAL WITH ALL THOSE LITTLE MONSTERS

Lack of visibility

Lack of options 

Excessive & growing compliance



WITH HORNETSECURITY

Subtitle: - how to entertain your grandchildern for a day



365 TOTAL PROTECTION



https://www.hornetsecurity.com/en/analyst-relations/

ANALYST RELATIONS



SCAN TO BOOK A MEETING. 


