
www.heimdalsecurity.com

Brigantia Compliance Roadshow – March 2025

 

Security & Compliance
Simplified



Clelia Di Maio
MSP Customer Success Manager

Empower your MS(S)P with Heimdal's unified security solutions—
boosting efficiency and enhancing client protection. Our innovation 
serves over 16k customers and 1k MS(S)Ps, leading the charge against 
cyberthreats.

Let's connect and grow your business with advanced cybersecurity that's 
ready for the future.



Network Security Endpoint 
Security

Vulnerability 
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Management

Email & Collaboration 
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Threat Hunting Unified Endpoint 
Management

Cloud 
Security
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Awards and Achievements 99.7% Support SatisfactionWidest XDR Technology Stack in the Industry 

260M+
Cyber Attacks 

Prevented

16K+
Organizations 

Secured

70M+
Vulnerability 

Patched





Q: In what year was the 
Cyber Essentials scheme launched? 

A: 2014

Cyber Essentials and DORA – the easy way
 



Cyber Essentials and DORA – the easy way
 

Cyber Essentials (Plus)

GDPR

DORA – 35 controls

SOC 2 type I & II

NIS 2 – 57 controls

ISO 27K – 114 controls



Compliance vs Threat focused actions 

Cyber Essentials and DORA – the easy way
 

Compliance

• Audit focused.

• Limitations based on the manhours. 

• Repetitive cycles focused on 
compliance – not threat. 

Security

• Continuous monitoring.

• Having the correct basic pillars.

• Focusing on threat based technical 
controls – not on generating proof.



1. Establish frameworks to manage ICT risks

Risk Management 
& governance

Incident Response 
& Reporting

Digital 
Operational 

Resilience Testing

ICT 3rd Party Risk 
Management

Information & 
Intelligence 

Sharing

Cyber Essentials and DORA – the easy way
 

Digital Operational Resilience Act

 

The Five Pillars

5. Collaborate and share information about cyber threats 
with other entities

2. Implement procedures for detecting, managing and 
reporting ICT-related incidents

3. Conduct regular testing of operational resilience

4. Assess and manage risks related to third-party ICT 
vendors including an exit strategy in case of vendor failure



Cyber Essentials and DORA – the easy way
 

1. Ensure firewalls are properly configured and restrict 
access to services only to those who need it

Firewalls

Malware 
Protection

Patch 
Management

Secure 
Configuration

User Access 
Control

Cyber Essentials / Cyber 
Essentials Plus

 

The Five Pillars

5. Implement the principle of least privilege, regularly 
review and remove unnecessary accounts

2. Employ anti-malware protection measures and 
ensure security software is updated regularly

3. Keep all software and operating systems up to date 
with the latest security patches

4. Ensure all devices and software are configured 
securely with security features enabled



Cyber Essentials and DORA – the easy way
 



Cyber Essentials and DORA – the easy way
 

How Heimdal can help

Widest product stack in the industry – high 
level of coverage achieved with one Agent 
deployment

Unified XDR platform ensuring complete 
visibility and swift incident response

Option to have our managed SOC actively 
monitoring and responding to alerts



Automated CE Compliance Report 



Automated CE Compliance Report 



Q: What is the name of the product 
Heimdal released in 2023 – our fully 
integrated SIEM and XDR solution? 

A: The Threat-hunting and 
Action Centre



Threat-hunting & Action Centre security and compliance at a glance 



Threat-hunting & Action Centre security and compliance at a glance 



2 minute tip



https://app.tidalcyber.com/

Use the tidal cyber to map 
your Products to all known 
TTP.

You can put in types of 
ransomware, ransomware 
groups and then map you 
vendors to see any gaps in 
your telemetry, detection 
and remediation capabilities



Level 1 
Chaos

Level 2 
Progressing

Level 3 
Driving Processes

Level 4 
Maturity

Level 5 
Excellence

Process

Usage Configuring tools without 
a documented strategy

- Patch & Asset Management 

- DNS Security

Basic controls 
deployed

- Patch & Asset Management 

- DNS Security

Commitment to 
driving processes

- Patch & Asset Management

- DNS Security

- Privilege Elevation &
 Delegation Management

Tuned deployment 
strategy for prop

- Patch & Asset Management

- DNS Security

- PEDM

- Application Control

- Next-Gen Anti-Virus, 

- PASM

- Threat-hunting & Action Center

Pro-active cybersecurity 
plans using Heimdal XDR
 

Controls
Telemetry: 75
Detection: 50 

Remediation 50

Telemetry: 100
Detection: 75

Remediation 75

Telemetry: 100
Detection: 85

Remediation 80

Telemetry: 100
Detection: 100

Remediation 95

Telemetry: 100
Detection: 100

Remediation 98

Staff Education ★☆☆☆☆ ★★☆☆☆ ★★★☆☆ ★★★★☆ ★★★★★

Certification None None Cyber Essentials
Cyber Insurance

CIS 18, ISO27001, CE+ CIS 18, NIST
ISO27001, ISO27002
SOC2+

Metrics

Endpoint Coverage 
(% of Total) 0-60% 61-70% 71-85% 86-94% >95%

Mean time to 
Investigate (Time) >45 days 31-45 days 15-30 days 8-14 days 0-7 days

Mean time to 
Remediate >45 days 31-45 days 15-30 days 8-14 days 0-7 days

Maturity Framework



Book a meeting

Clelia Di Maio
MSP Customer Success Manager, Heimdal
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