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e The Reveal Platform is a next-gen, cloud-native data s
protection platform.

e Revedl delivers risk insights and data loss prevention
controls for endpoints, mobile devices and cloud apps.

LEADER & OUTPERFORMER
2023 GigaOm Radar for DLP

e Detection and decision-making is streamlined with Al
and ML; from a patent-pending endpoint agent with local
machine learning, to actionable GenAl reports for analysts.

e 100+ customers and industry leading analysts recognise
Reveal’s differentiated way of solving today’s challenges.
Gartner notes Reveal as both a DLP and IRM Platform.
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THEN

On-prem data centers. Self-hosted apps.
Monitoring the network perimeter and endpoints
was sufficient to protect “centralized” data.

Your Data Has Always
Been At Risk

NOW

Saa$S apps. Multi-cloud. Different endpoint
types. There’s no static perimeter to monitor.
Traditional data protection doesn’t work.
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Introducing
The Reveal Platform P
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Content and context
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Introducing
Three use cases for MSSP’s

The optimal balance of risk insights and data loss prevention controls for endpoints, mobile devices and cloud apps.

q

PASSWORD

Passwords &

Phishing ChatGPT and risk Web, Email, USB, Print
Instant-on endpoint and cloud Cloud, system, user, data, Data protection with
sensors; visibility without policy. and network telemetry, dynamic responses, from
plus organizational ingress to egress, on
context. managed and unmanaged

devices.
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Phishing

« Sensitive Data at Risk
« Exploitation of Human Vulnerability
« Simplicity and Effectiveness for Attackers
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Al Services

* Reveal can reduce insider risk from ChatGPT
« How popular is ChatGPT?
« How can Reveal monitor and secure

data headed for ChatGPT?

Visited ChatGPT

enable policy (D

Detects when a user visits a disallowed website. Note: If the “Domains" and "URLs" parameters are left empty, the policy will not monitor any websites. Subsequent
detections/incidents for the same domain will not be generated until five minutes after the first detection.

Requirements: | agent_version >= 5.2.3

Q@ Display message

Title

Company data at risk

Body I B (data)

Please be aware that ChatGPT is a third-party website and so it is against policy
to use company data with the service as there is a risk of leaking information and
may compromise intellectual property.

Rate limit messages on screen Q

Day(s) Hour(s)  Min(s) Sec(s)
Display no more than one

message per 7 0 0 0

Policy L website v500

Include link to URL

URL

E.g. www.example.com/company_policy.html

Link text

E.g. Open company policy

Make clicking the link mandatory

Include feedback form to provide a reason for the violation

Feedback form text
for violation
Make 9 y
Include y

Acknowledgement checkbox text

Knowledge

Cancel

7

N=

Be Ready For What's »: <



@ Conversational Cha... n The Al-Powered Cu... Making Internet Bu...

Gmail Bilder

Google

Q Sk pa Google eller skriv en webbadress

.~

@ we (X] S|

ChatGPT WeTransfer Sample Data
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gofile.com Google Kalen... Web Store Lagg till genv_.

# Anpassa Chrome
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Cross Platform DLP Controls N

33 Home

Home Suggested from your activity @
Files As you use Next Reveal
Al files Recent

Core funCtionality for data protection Shared ® @ The file upload has been blocked

File requests Uploading sensitive files, including customer information,

> o againsicompany poky
« Incident-based user education reduces accidental loss : nlormaton | oF euie e Poley formore
« Screen capture and clipboard control e PR
« Email controls, block data loss - | heveresdandacinoniedge e message abeve
Web controls, Block malicious code and content —

 Removable storage security, Block unauthorized devices
*  Print controls, print visibility — home and work

Wednesday, 6 April 2022 at 12:58:08 GMT-05:00

Keyword "mimikatz" typed into powershell.exe with window title "Windows

Low | 10 =
PowerShell

v Details

Keyword "mimikatz" typed into powershell.exe with window title "Windo...

= DESKTOP-GJNMCB7 @ Cyber Test
§ Created by @ Label
Unauthorized keyword typed Windows = Al Katrina B
710.2

v Event Information

Event URI
event://sensor/b6ff7bd5-ebSe-4a41-5eab-1b0cde05d90f
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= stefan (1\10.200.2.11) {Y3)
=x stefan (\\10.200.2.5) (Z)

~ NY VOLYM (E)

«~ USB-enhet (D3)
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Industry First MSSP Console for DLP/Insider Risk

Leverage the Reveal MSSP Console to monitor your customers’ environments and in turn mitigate

cyber risks A &

Scalable s
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Create and manage multiple SaaS deployments
Automatic and easy-to-download billing reports ‘
Detect and respond to cyber risks across multiple tenants s
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Simple

Hospital  Poducten  PAYG  nzzow 00000 erss 5 GESEESEEEEED  NVESTIOATE (7

Manage tenant transition from POC to production

Access all tenants from a single console Uy ‘

SEUENNELS ElENS EEERES IO IS Detect and respond to cyber risks across multiple

environments, easily diving down into an
environment and seamlessly jumping to another.

Secure
e Ultilise Single Sign-On (SSO) authentication to access the console Effortlessly charge your customers by using the
Manage Operators’ permissions to tenants automatic and easy-to-download billing reports.

One (secure) click away from any of your monitored tenants
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Come and talk about the future as well!

Saas$ Visibility

Secure Data Dlow - follow the data

XTND - Al service

Unmanaged Devices - mobiles and tablets
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