
InboxGuard is an AI-based cloud email security 
solution that protects the modern workforce from 
modern and complex attacks such as business 
email compromise, credential phishing, account 
takeover, ransomware and more. 

InboxGuard fuses human intelligence with 
advanced AI and Machine Learning to detect and 
stop targeted phishing emails that evade Secure 
Email Gateways. Unlike other email security 
solutions, InboxGuard performs advanced checks 
on every email and unobtrusively warns users to 
look out for suspicious elements.

InboxGuard works in tandem with Secure 
Email Gateway (SEG) solutions, by adding a 
supplementary layer, which provides demonstrable, 
instant, and ongoing value. Deploy in minutes 
with no downtime or disruption to users’ emails 
or workflows. InboxGuard is an official add-in to 
O365, Exchange, or Google environments meaning 
the setup experience is seamless, for both admins 
and users.

Key Features & Benefits:

• Warns users of suspicious email elements 
with an industry leading 99.99% success rate

• No quarantine or blocking of emails, no 
ongoing maintenance

• Encourages employees to secure their inbox 
by reviewing flagged messages before 
clicking

• Ongoing staff training, improving the security 
of the ‘human firewall’

• Automated scaling and billing

• Requires no MX record or settings changes

• Simple integration with O365, Exchange, or 
Google

• Deployed to all users within an organisation 
with 1-click, or choose to apply by groups or 
individual users

• Offers a dashboard to administrators to 
manage entire email ecosystem

• Reporting dashboard to understand ‘email 
health’ of clients
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Why InboxGuard?

• Advanced and sophisticated email cyber 
threats are bypassing standard Secure 
Email Gateway services and infiltrating mail 
servers. Email is the most exposed inroad for 
cyber-attacks, so a complementary service 
is required to ensure you are offering your 
clients complete protection

• InboxGuard incorporates a combination of 
advanced threat protection, user education 
and awareness

• Easy to setup and administer meaning no 
downtime or loss of productivity

• Reporting dashboard means you can 
understand email health of your clients at a 
granular level

• Personalised interface with customisable 
functionalities ensures InboxGuard works to 
your preference

• Centralised management dashboard

• InboxGuard reported over 98% reduction in 
clicks on phishing emails

How does InboxGuard check an email?

InboxGuard’s main focus is AI and machine 
learning – use of proprietary algorithms means that 
InboxGuard is always becoming more intelligent.
InboxGuard begins their advanced checks with 
inputs from the thousands of data points available 
from every email -

 
• The path the email took

• Which servers it passed through

• If the email is expected behaviour

• Who the sender is

• Where they’re sending from

• What time the email was sent from

• If any camouflage techniques are present

• If there’s suspicious language used

• If the sender appears on any known phishing 
blacklists

• The sender’s domain age and reputation

• Any policies/certifications around SPF/DKIM/
DMARC 


