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HORNETSECURITY

Making your emails safe

Hornetsecurity Services

Spam and Malware Protection

Problem

Spam accounts for over 50% of all email traffic and is the most intrusive method cyber
criminals use to inject malware and viruses into corporate systems. A high unwanted volume
of emails can also affect employee productivity, costing in time and productivity.

Hornetsecurity’s Email Spam Filter and Malware Protection Service offers a 99.9%
guaranteed spam detection and 99.99% virus detection. The Spam Filtering Service protects
mail servers against Spam attacks and phishing emails.

Advanced Threat Protection

Professional cyber-attacks via email are very difficult to detect, forged invoices and fake
application emails are the most popular methods used by cybercriminals to smuggle
malware into corporate systems. These hacks can cause considerable (financial) damage to
the companies targeted.

Advanced Threat Protection offers an additional layer of protection to your email server
meaning, incoming emails are examined in great detail for certain content patterns that
indicate malicious intentions. This includes, sender reputation, payment requests or requests
for personal data.

Contact Brigantia

Suite 2.1, Hurstwood Business Centre, York Road, Thirsk, YO7 3BX

Tel: 020 3358 0090 | Email: partnersupport@brigantia.com | Web: www.brigantia.com




" . .
- brlgantla Brigantia Distribution - Email Security

Archiving

0 Business emails often contain vital company data and intelligence within. Process,
agreements, contracts can be all contained within emails. Ensuring these emails are stored
safely for every user within your organisation is crucial for data protection and compliance.

Problem

The archiving service allows you to capture an accurate and unmodified copy of each new
message at the time it’s sent or received and keep it for as long as needed without the risk of

deletion or corruption.

Email Encryption

0 Business emails often contain in-house, personal or other sensitive content that could be
intercepted and accessed without authorization if inadequately protected. It is vital that
R Gl  emails can be protected whilst in transit.

The email encryption service allows you as a user to Encrypt confidential information in
email communication effectively and securely.

Signature and Disclaimer

0 Every outgoing email from your company is commercially important and can give insight to
your network about your business. A uniform and legally compliant appearance is therefore a
basic requirement for all employees.

Problem

The signature and disclaimer service allows you to create consistent email signatures

and email disclaimers for your entire organization quickly and easily. You have the ability to
design group-based email signatures and disclaimers that add compliance functions to your
external corporate communications and highlight your messages creatively and individually.
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Continuity

Problem

Email data exchange is the primary business communication platform used by nearly all
companies. However, power outages, hard disk crashes or other damage can cause email
traffic to fail and a loss of service.

The Email Continuity Service is activated immediately when it detects an outage. Emails
are delivered without interruption by an alternative method. Access to secured emails is
maintained and preserved during and after a failure.

365 Total Backup

Problem

As Microsoft 365 is a communications system rather than a data protection product, it does
not include native options to back up and recover data. This means that it is your company
that is responsible for protecting itself against data loss.

The 365 Total Backup service offers a backup and recovery solution for the whole
Microsoft365 infrastructure including Microsoft 365 mailboxes, Teams Chats, OneDrive for
Business accounts, SharePoint document libraries, and endpoints.

VM Backup

Problem

System errors, hardware failures or cyber-attacks with viruses, malware or ransomware can
all lead to data loss and noncompliance, putting your company data at risk.

Hornetsecurity Altaro VM Backup offers a backup and replication solution for Microsoft
Hyper-V and VMware virtual machines (VMs) and physical Windows servers, to protect
against enterprise data loss.
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