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Prevent CEO Fraud and Business Email 
Compromise (BEC) with Heimdal’s Email 
Fraud Prevention module.

CEO Fraud and BEC attacks are one of the fastest 
growing threats to businesses worldwide.

According to the FBI, the global cost of email fraud tops 
$301 million a month.

BEC attacks, until now, have been notoriously difficult 
to detect and protect against due to the blended 
techniques that attackers are using. These techniques, 
such as: intel-gathering, phishing and vishing have been 
honed to win the victim’s trust.

Heimdal Email Fraud Prevention 
module features:

•	 Monitoring of all emails alongside existing email 
filter solutions

•	 Detection of BEC, CEO fraud, phishing and 
advanced malware

•	 Finding imposter threats such as modified invoices

•	 Scans content of attachments in depth – looking at 
wording, IBAN, SWIFT, Account Numbers etc.

•	 Live monitoring and alerting from a 24/7/365 
specialist fraud team

•	 Proactively alerts you if a historical email is detected 
as malicious

•	 Connect to external invoice approval system using 
APIs

Heimdal Email Fraud Prevention uses more than 125 
vectors of analysis and is fully coupled with live threat 
intelligence to find and stop business email compromise 
(BEC), CEO fraud, phishing and complex malware. It 
works on top of any existing mail filtering solutions on 
Office 365 and Outlook for desktop.


